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KY NANG

NETWORKING

Thiét k& va cau hinh mang véi VLAN, OSPF,
NAT, DHCP; van hanh nhiéu subnet trong
moi trudng doanh nghiép; thuc hanh Cisco
CCNA (VLAN, Routing, ACL, NAT) trén
Packet Tracer va PNETLab.

NETWORK SECURITY & MONITORING

Cdu hinh DNS, DHCP, Active Directory va
DNS Forwarding trén Windows Server; quan
tri Linux co bdn; thiét lap IDS/IPS véi
Suricata; phan tich packet va gidm sat luu
lugng bding Wireshark.

FIREWALL & TOOLS

MUC TIEU NGHE NGHIEP

Sinh vién ndm 3 chuyén nganh Mang vé An todn théng tin, véi nén
tdng vitng vé van hanh ha tdng mang, thiét bi bdo mat va gidm sat
hé théng. Da thuc hanh trién khai cdc lab vé Firewall, IDS/IPS,
Routing, Switching, phdn tich luu lugng mang trén Packet Tracer,
PNETLab va cdc céng cu chuyén dung. Mong muén dugc dp dung
kién thic vaio méi trudng thuc t€&, phdt trién ky ndng x ly su c6, téi
uu hé théng va dinh hudng tré thanh chuyén vién mang va bdo mat
¢6 khé ndng trién khai, qudn tri va ndng cao an todn ha tdng CNTT.

DU AN TIEU BIEU

® Hé théng mang mé phéng doanh nghiép (2025)

* Muc tiéu: Xay dung mé hinh mang nhiéu subnet mé phéng
mai trudng doanh nghiép, ddm bdo két néi 6n dinh va quan
ly tai nguyén hiéu qud.

* Trién khai: Thiét ké VLAN, cdu hinh OSPF, NAT vé& DHCP;
kiém thir kha néing dinh tuyén déng va phan tdch mang.

* K&t qud: Hé thang hoat ddng 6n dinh, cdc subnet giao tiép
théng suét, chiing minh khé néng thiét k& va quan tri mang
quy md via.

® DNS & DHCP Server (Windows Server, 2025)

* Muc tiéu: T6i uu phan gidi tén mién va quan ly cép phat IP
trong mang ndi bo.

* Trién khai: Cai dat Active Directory, c@u hinh DNS, DHCP v&
DNS Forwarding; phan quyén ngudi dung véi nhém.

K&t qua: Hé théng phéan gidi tén mién nhanh, chinh xdc; qudn
ly t&p trung tai nguyén mang, ndng cao hiéu qud van hanh.

® Firewall & Network Monitoring (pfSense + Suricata, 2026)

* Muc tiéu: Dam bdo an toan mang va gidm sat luu lugng theo
thgi gian thuc.

* Trién khai: Thiét 1ap pfSense Firewall v&i High Availability
(CARP), kiém th{r failover dudi 3 gidy; tich hgp Suricata dé
phdt hién traffic bat thudng.

 Két qua: Hé théng firewall hoat ddng lién tuc, khé néng gidm
sdt va cdnh bdo su ¢cé mang chinh xdc, téng cudng bdo mat
toan dién.

® Web Server High Availability & Load Balancing (2026)

* Muc tiéu: Xay dung hé théng web server cé tinh san sang
cao, ddm bdo hiéu ndng va bdo mat.

* Trién khai: Thiét 1dp cum Web Server HA, trién khai Load
Balancer dé phan chia tai; dp dung k¥ thuat dn gidu IP that
clia server nhdm gidm nguy cd tdn céng truc tiép.

K&t qud: Hé thong web server duy tri hoat dong 6n dinh
ngay cd khi cé su c6, hiéu néing dugc t8i uu nhd céin bdng tdi,
déng thdi téing cudng muc d6 an todn nhd che gidu IP
backend.




Trién khai pfSense Firewall (bao gém High HOAT D()NG
Availability v8i CARP), tich hop Suricata dé . .
gidm sdt sy c6 mang; thanh thgo cac cong ® Ban chdp hanh Khoa Ky thuat Mdy tinh & Dién tir

cu: Packet Tracer, Wireshark, Suricata, 2023 - 2025
PNETLab, VMware, pfSense.

MONITORING & LOGGING
ELK, Grafana, CheckMK (ca bdan)

Thanh vién

Tham gia té chic cdc su kién hoc thudt, hoi thdo chuyén nganh
v& hoat ddéng ngoai khéa clia khoa. H trg két ndi sinh vién
trong cdc chuong trinh nghién ctu, thuc hanh va phdt trién
phong trdo hoc tdp.




